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Abstract. In this article, it is thoroughly analyzed how the use of the Internet has 
acquired the status of a fundamental right within the framework of international law 
and how this process has been successful in some cases. The study examines such 
important legal frameworks as regional normative documents on human rights, and 
statements of the Special Rapporteurs, decisions of the UN Human Rights Council 
as well as the experience of new states. This study reveals important contradictions 
through theoretical analysis and practical study of Internet disruptions and access 
barriers. On the one hand, at least at the theoretical level, there is growing international 
consensus on the issue of digital rights. However, real practice demonstrates an even 
more alarming picture: government structures continue to impose restrictions largely 
unpunished, often relying on vague interpretations of national security, which indicates 
that international law does not have suffi  cient force to act as an eff ective barrier. 
The study shows that although access to the Internet has not achieved the status of 
an autonomous human right in compulsory contract law, its functional necessity for 
the exercise of established rights (freedom of expression, freedom of assembly, and 
freedom of information) has created what can be called de facto directly through the 
back door. 
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Introduction
Historians are probably shocked by 

how rapidly the internet has evolved from 
a novel concept to one that is almost 
necessary when they refl ect on the start 
of the twenty-fi rst century. It was basically 
a specialized tool for military researchers 

and academics only thirty years ago. Legal 
frameworks may not have been able to 
keep up with this rapid change, which gave 
rise to some genuinely novel problems for 
international law.

Currently, more than two-thirds of the 
world’s population, or 5.3 billion people, 
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are using the global network. Although 
this indicator seems very impressive, it 
actually hides serious imbalances behind it. 
The existing difference in access to digital 
technologies is not limited to the possibility 
of connecting. The issue also lies in the 
level of convenience, quality of use, and 
the authority of government bodies to 
terminate network communications at their 
own discretion in politically unfavorable 
situations. And most people are actually 
doing so.

The main question arises: should 
the use of the Internet be recognized 
as a fundamental human right in the 
international legal system? This issue is 
much deeper than the outward appearance. 
Certain historical processes, such as 
the abolition of the slave system, the 
struggle against dictatorial regimes, and 
the recognition of the unique value of 
the individual, laid the foundation for the 
formation of traditional human rights. 
They emerged gradually, often as a result 
of painful events and complex political 
disputes. However, access to the internet 
has risen from something that didn’t exist in 
just one generation to a vital necessity.

According to some, the rapid 
development of the internet prevents it 
from being recognized as a “true” human 
right. For most of human history, people 
have lived without a global network. But this 
argument overlooks an important nuance: 
technology itself is not the main issue. The 
important thing is what opportunities are 
opening up through this technology. Many 
well-established human rights – freedom 
of assembly, freedom of expression, the 
right to information, and even freedom 
of economic activity – are realized today 
mainly through the Internet. Governments 
that restrict access to the Internet not 
only deprive people of services, but 
simultaneously suppress a number of basic 
freedoms.

To put it mildly, the international legal 
response proved to be complicated. 
Online protection of offline rights should 

be guaranteed by a number of resolutions 
adopted by the UN Human Rights Council. 
On paper, they can be heard clearly. 
However, since the majority of these tools 
are optional, chaos results. Although they 
lack enforcement mechanisms, they serve 
as a representation of global consensus. 
However, states frequently still impose 
Internet restrictions based on public order 
or national security regulations that are 
generally recognized by international law 
(OSCE, 2016, July).

These stresses are methodically taken 
into account in this study. In what ways 
did international law try to control access 
to the internet? What are the modern 
system’s shortcomings? And, above 
all, where do we go from here? Primary 
sources such as UN resolutions, reports 
from Special Rapporteurs (especially the 
renowned 2011 report by Frank La Roye), 
regional human rights documents, and 
both favorable and unfavorable new state 
practices serve as the foundation for the 
analysis. Because it touches on a number 
of conflicting interests, this subject is 
especially intricate and fascinating from an 
intellectual standpoint. The speed at which 
technology is developing is astounding. 
Although some of your worries are more 
valid than others, you have good reason 
to be concerned about state security. 
Important infrastructure is under the control 
of powerful private companies. Additionally, 
some people rely more and more on digital 
communication in their daily lives. to use 
international legal mechanisms created for 
a totally different era in order to balance 
these conflicting interests? The research is 
attempting to solve this puzzle.

Methods
This study employs what can be referred 

to as doctrinal legal analysis with empirical 
additions, which primarily consists of a 
close reading of legal texts along with 
actual data regarding how these texts 
function or fail in real-world situations. 
Although the primary methodology is based 
on the examination of international legal 
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documents, this research consistently asks 
what is truly taking place on the ground, in 
contrast to strictly formalistic approaches.

The material under consideration 
belongs to several different categories, 
each of which is selected for certain 
reasons. Firstly, there are mandatory 
international treaties - the International 
Covenant on Civil and Political Rights, as 
well as regional conventions from Europe, 
Africa, and America. They are important 
because they create real obligations, 
although, as we will see, none of them 
directly mention the internet. They were 
compiled decades before the World 
Wide Web. This creates interesting 
interpretational difficulties (Finland Makes 
Internet a Basic Right, 2010).

Secondly, non-binding instruments are, 
first and foremost, the UN Human Rights 
Council resolutions. Now international 
lawyers like to argue about whether “soft 
law” really matters. Skeptics point out that 
states often support decisions they do 
not intend to follow. A fair point. However, 
these resolutions remain important for 
several reasons: they indicate developing 
international consensus, provide meaningful 
recommendations for mandatory documents, 
and may eventually become customary law. 
The main resolutions discussed here cover 
the period from 2012 to 2024, with special 
emphasis on Resolution 32/L.20 of 2016 
(OSCCE, 2016, July). This is important 
because it clearly condemned deliberate 
internet access violations – and, notably, 
several major powers opposed this (United 
Nations, 2016, July).

Thirdly, the reports of the UN Special 
Rapporteurs, especially on freedom of 
expression. Frank La Rowe’s 2011 report 
(A/HRC/17/27) was truly revolutionary – for 
the first time, an official UN representative 
officially stated that disconnecting 
internet access violates international 
human rights law (United Nations, 2011, 
June). Subsequent speakers built on this 
foundation, albeit with varying degrees 
of courage. These reports do not create a 

mandatory right, but they carry significant 
interpretative power.

Some limitations must now be 
acknowledged.  First of all, technology 
always advances more quickly than the 
law. It is inevitable that new problems will 
surface by the time this study is published. 
Second, there are differences in how 
transparent the state is about restrictions. 
While some governments covertly put 
pressure on telecom companies and 
deny everything, others publicly defend 
disconnections. As a result, there are data 
gaps that no methodology can completely 
fill. Thirdly, the emphasis is primarily on 
the international level, not on the domestic 
level – monitoring the implementation 
and compliance with requirements at the 
national level receives less attention than 
deserved. But even with these limitations, 
the basic patterns become sufficiently clear.

Results 
The story of how internet access 

became a human rights problem is 
essentially a story of legal interpretation 
and adaptation. None of the major human 
rights treaties mention the internet – they 
could not do it as indicated when they 
were made. The Universal Declaration of 
Human Rights dates back to 1948. ICCPR 
until 1966. The Internet, as we know it, did 
not exist. Nevertheless, these tools were 
somehow stretched out, quite creatively to 
encompass digital rights.

Article 19 of the ICCPR provides the 
basis. It guarantees freedom of opinion 
and expression “through any mass media” 
and “regardless of borders” (Banihashemi, 
2023). This phrase “any media outlet” 
has done impressive work over decades. 
The UN Human Rights Committee in 
its General Comment No. 34 confirmed 
that this protection applies to all forms of 
electronic and online expression (Finland 
Makes Internet a Basic Right, 210). Not 
exactly amazing – it would be strange if 
fundamental rights somehow jumped over 
the internet. But, nevertheless, the clear 
confirmation had significance.
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However, Frank LaRue’s 2011 report 
went even further. He did not just say 
that the internet is covered by existing 
rights. He argued – and this was more 
controversial – that effectively disconnecting 
someone’s internet access violates Article 
19. Regardless of the justification (United 
Nations, 2011, June). It was bold. The 
traditional interpretation of Article 19 focused 
on preventing censorship without requiring 
states to grant access. La Rowe refuted this: 
he argued that the internet had become such 
a central element of freedom of expression 
that denial of access was itself a form of 
censorship (Media Defence, n.d.).

The UN Human Rights Council gradually 
adopted this view. The 20/8 resolution 
of 2012 was the first to clearly state that 
online rights are equal to offline rights. A 
simple principle, profound consequences. 
If you have offline freedom of expression, 
you have online freedom of expression. If 
you have rights to privacy, assembly, and 
information offline, it’s the same online. 
Resolution 32/L.20 in 2016 went further, 
particularly condemning measures that 
“deliberately obstruct or disrupt access to 
information on the Internet” (OSCE, 2016, 
July).

But here it becomes politically 
interesting. The 2016 resolution had over 
70 co-sponsors – an impressive number. 
Nevertheless, several large states opposed 
this: China, Russia, Saudi Arabia, and 
others (United Nations, 2016, June). 
Their objection was not superficial: they 
argued that the resolution violates the 
state’s sovereignty over communication 
infrastructure. National security, they said. 
Public order. Traditional arguments that 
international law has historically accepted 
may be too numerous.

By 2021, the Council has instructed 
to conduct comprehensive research on 
internet disconnection issues (Resolution 
47/16). As a result of the 2022 report, 
931 disconnections were documented 
in 74 countries between 2016 and 2021 
(OpenGlobalRights, 2023, July). This 

is a surprising number when you think 
about it. And that’s probably not enough – 
governments that shut down the internet 
don’t always say it openly. About half of 
these outages occurred during protests 
or elections. A coincidence? The report 
diplomatically stated that it might not.

When can governments legally restrict 
internet access? International law provides 
the answer, at least theoretically. It is called 
a three-part test based on Article 19 (3) 
of the ICCPR. Any restriction must: (1) be 
provided for by law, (2) pursue a legitimate 
goal specified in the Covenant, and (3) 
be necessary and proportional to the 
achievement of this goal (Right to access 
the Internet, 2011, May). That sounds 
reasonable. The devil, as always, lives in 
the details.

“It’s stipulated by law” seems obvious – 
there must be legal grounds for restrictions. 
But what is considered an adequate 
legal basis? In many countries, there are 
unclear laws on national security or public 
order that can justify almost everything. 
A law may exist technically, but if it is so 
extensive that it provides unlimited freedom 
of choice, does it truly satisfy this need? 
The Human Rights Committee says no, 
such laws are too broad. States often 
ignore this inconvenient detail.

“Legal goals” include such things as 
national security, public order, protecting 
the health or morality of the population, and 
protecting the rights of others. Sufficiently 
just – these are real state interests. The 
problem is how states address them. 
Freezing during protests? Public order. 
Blocking social media during elections? 
National security. What is the throttling 
capacity in resistive regions? To protect 
public morality, somehow. Legal goals are 
real, but they have become comprehensive 
justifications that are rarely considered with 
sufficient skepticism.

The “necessary and proportional” 
requirement should be the true teeth of 
this test. The Human Rights Committee 
clearly indicated that restrictions should be 
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the least intrusive and should be adapted 
to the specific threat. Common internet 
disconnections practically never comply 
with this standard. If you’re concerned 
about specific illegal content, block that 
content – don’t turn off the entire internet 
for everyone. If you’re worried about 
coordinating violence, focus on specific 
communications, not excluding all digital 
connections.

This point is particularly noticeable in the 
UNHRC report on disconnections in 2022. 
General disconnections, he concludes, 
“rarely, if ever” meet the requirements of 
necessity and proportionality. Think about 
what it actually means to be completely 
disabled. This isn’t just blocking access to 
potentially problematic content. This will 
disable emergency services. Interruption 
of medical communication. Prevention of 
enterprise operations. Stopping learning. 
Isolation of vulnerable population groups. 
Is all this to eliminate what is usually 
considered a specific security threat? 
The analysis of proportionality failed 
impressively.

Nevertheless, despite all the regulatory 
developments, their implementation 
remains weak. States justify closing 
the case with unclear legal provisions. 
They claim national security without 
demonstrating real threats. They refuse 
to speak openly about who ordered the 
interruptions and why. And they pressure 
telecommunications companies to impose 
restrictions without official orders, creating 
a reliable negative. The gap between legal 
norms and real practice is enormous and 
is constantly growing. Soft legislation can 
establish norms, but cannot compel them to 
be enforced. This is the main problem.

Several nations have taken the risk of 
formally recognizing internet access as 
a right, despite the fact that international 
frameworks are still not entirely clear. 
Their methods diverge greatly, exposing 
divergent philosophical perspectives on 
the meaning of such recognition and the 
responsibilities that go along with it.

In 2010, Finland took the lead by 
making broadband connections a legal 
right (Miller, 2021, October). This wasn’t 
merely symbolic; it gave communication 
operators actual obligations to connect 
all permanent residential buildings and 
businesses at a minimum speed of 1 Mbit/s. 
Finland committed to reaching a nationwide 
speed of 100 Mbps by 2015. This is 
true, quantifiable, and doable. This is the 
appearance of a genuine confession.

Even earlier, in 2000, Estonia backed 
significant infrastructure investments 
through the Tiger Leap program, 
establishing internet access as a human 
right (European Parliament, 2021, May). 
Because it connected digital rights to the 
state’s larger development strategy, the 
Estonian approach is especially intriguing. 
They constructed infrastructure to give 
the right significance rather than merely 
declaring it. Without a way to put them into 
practice, rights are just nice words.

France took a different route. In 2009, 
their Constitutional Council decided that 
internet access is a part of the freedom 
of expression and communication that is 
guaranteed by the constitution (European 
Parliament, 2021, May). Legislation that 
would automatically block internet access 
for copyright violations was at issue in this 
case. The council responded that without 
a court hearing, it is impossible to deny 
someone a basic form of self-expression. 
By restricting the state’s power to refuse 
access rather than mandating that it grant 
it, it was defending rights through negativity 
rather than positivity.

Article 5A, which guarantees the right 
to engage in the information society and 
requires the state to provide access to 
electronic information, was added to 
Greece’s 2001 constitution amendments 
(European Parliament, 2021, May). This 
is about digital participation in general, 
not just internet access. It is up for debate 
whether it strengthens obligations or just 
sounds more thorough without adding much 
substance.
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International law interprets these 
domestic occurrences differently. They 
demonstrate the political viability and 
possibility of formal recognition. They 
offer examples of what recognition might 
actually look like. Additionally, by illustrating 
state practice, they aid in the formation 
of customary international law. They also 
highlight fragmentation, though, as there 
is no single strategy or consensus on what 
is truly needed to acknowledge internet 
access as a right (United Nations, 2023, 
October).

Perhaps most importantly, official 
recognition does not guarantee protection. 
Countries with constitutional or legal 
protection usually maintain high rates of 
Internet access and face significant legal 
barriers to imposing restrictions – which is 
good. However, even in these countries, 
the gap between de jure recognition and 
de facto common use remains significant. 
Rural areas lag behind cities. Low-
income households cannot afford to buy 
services even if they have infrastructure. 
Recognition is important, but it is not 
enough if it is not properly implemented and 
insufficiently invested.

The 2030 Agenda for Sustainable 
Development is approaching internet 
access from a different perspective 
than human rights frameworks, and 
the difference is becoming apparent. 
Instead of asking “is this right?,” he asks 
“what development goals require digital 
connectivity?.” It turns out, the answer is 
most of them.

Target 9.c clearly calls for significantly 
increasing access to ICT and striving for 
universal, accessible internet in the least 
developed countries (Access Now, 2023, 
January). The language is somewhat 
hedged – “striving for” rather than 
“providing,” but the goal acknowledges 
something important: digital communication 
has become a fundamental infrastructure 
comparable to transport, energy, and 
water. Without it, it is impossible to build the 
economy of the 21st century.

Connections with other SDGs are 
extensive and are becoming increasingly 
evident. Quality education (SDG 4)? Online 
learning platforms are now necessary, 
as COVID-19 has proven to be painful. 
Economic growth and decent work (SDG 
8)? Digital commerce and remote work 
are entirely dependent on the connection. 
Reducing inequality (SDG 10)? The 
numerical gap exacerbates every other 
form of inequality (UNCTAD, 2020). When 
the pandemic began, those without reliable 
internet access faced serious difficulties in 
education, healthcare, employment, and 
basic social participation (Floridi, 2021).

Nevertheless, progress towards the 
target date of 2020 (which has obviously 
already passed) remains inadequate. About 
2.7 billion people worldwide still lack access 
to the internet (OHCHR, 2022, June). This 
is approximately one-third of humanity. The 
digital divide is also unevenly distributed 
– Africa south of the Sahara and parts of 
South Asia face the largest gaps. This is 
not just about infrastructure, but also about 
a systemic deficiency that strengthens 
existing patterns of global inequality.

Within countries, certain groups face 
disproportionate barriers. Women, rural 
populations, people with disabilities, and 
lower socio-economic groups consistently 
have lower access rates (OHCHR, 2022, 
June). This is important because as more 
and more important services – public 
services, banking, healthcare, education – 
go online, those who don’t have access are 
increasingly being pushed out of civil and 
economic life. Digital exclusion becomes a 
social exclusion.

Discussion 
Despite the regulatory and legal 

development, important practical and 
conceptual problems persist. The most 
obvious problem is that there is no 
mandatory international agreement that 
directly recognizes Internet access as 
an autonomous human right. Everything 
is based on the interpretation of existing 
documents, supplemented by soft 
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legislative resolutions. This creates 
uncertainty regarding the specific scope 
of state obligations and leaves immense 
freedom of action in national enforcement.

The phenomenon of disconnecting 
the internet illustrates how weak law 
enforcement is in reality. Despite 
international condemnation, documented 
power outages increased between 2016 
and 2021. Governments have also 
become more sophisticated – complete 
power outages are becoming increasingly 
rare, replaced by bandwidth throttling 
and selective application blocking. They 
are more difficult to detect and easier 
to justify as “technical problem” than 
deliberate limitations. States rarely face 
significant consequences for violations. UN 
resolutions expressing concern are good, 
but they change behavior little, especially 
in authoritarian contexts (Domaradzki et.al., 
2019).

Developing technologies represent 
problems that current frameworks cannot 
adequately solve. Take, for example, 
network neutrality – should internet 
providers allow discrimination between 
different types of traffic? International 
human rights law does not actually state 
this. Or algorithmic content moderation 
– when private platforms use AI to filter 
content, they engage in censorship 
that should be regulated by freedom of 
expression principles? It’s unclear. What 
about the responsibilities of internet 
providers and technological platforms 
in general? These are fundamentally 
private entities, but they control critical 
infrastructure and make decisions affecting 
the rights of millions of people (Sander, 
2016, November).

There are unique challenges because 
internet infrastructure is concentrated 
among a few private companies. Because 
these businesses operate in multiple 
jurisdictions, regulatory oversight is 
challenging. They have conflicting 
obligations because they are subject to 
various legal requirements in various 

nations. Additionally, they have a great deal 
of control over access and speech, which 
states used to have but frequently do not. 
How should international law handle this? 
This multilateral setting is not well suited 
to the current framework created for “state-
state” relations and “state-person” rights.

The most basic is probably that 
technology advances more quickly than 
the law can keep up. New communication 
technologies, quantum computing, 
algorithmic decision-making, and artificial 
intelligence all bring up issues that haven’t 
been developed to be solved in the current 
circles. One attempt to address these new 
issues is the global digital agreement that 
the UN Secretary-General has proposed 
(Floridi, 2021). It’s unclear if this will 
actually occur. In addition to updating the 
legislation to reflect modern technology, 
the task also entails developing adaptable 
frameworks that can take into account 
unimaginable future advancements. Yes, 
this is a complicated issue.

Conclusion
In the context of today’s digital 

transformation, the right to access the 
Internet is one of the inalienable human 
rights. This right is also enshrined in UN 
resolutions and a number of regional 
documents. But today, in the context of 
digital transformation, there are a number of 
gaps in the protection of human rights.

These important documents include 
resolutions adopted by the UN Human 
Rights Council requiring online protection 
of offline rights. However, there are not 
enough documents of this recommendatory 
nature, since we can see aspects of 
violation of the right to access the Internet 
around the world in several cases. Due 
to the absence of mandatory norms in 
international law, states continue to restrict 
access to the Internet for the purposes of 
public order and national security.

There are significant differences 
between the approaches used in different 
countries and regions, and successes are 
noted in some areas. Although proclaiming 
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progress in many places is more difficult 
than implementing it in practice, European 
countries usually stand ahead of other 
countries in the formal recognition of rights. 
This situation indicates the complexity of 
forming common norms for all countries, 
since each state has its own legal system 
and level of development.

Of particular importance is the fact that 
the formal recognition of rights largely 
depends on the amount of funds spent 
on infrastructure development, simplified 
regulatory rules, and the readiness of 
judicial bodies to prevent the use of 
excessive force by the state.

Several priority areas have been 
identified to strengthen defense at the 
international level. First of all, countries 
should create a binding international 
treaty that clearly defines the limits of 
permissible restrictions and recognizes 
the use of the Internet as a necessary 
part of the realization of human rights. 
This increases efficiency and reduces 
current uncertainty. Secondly, in order 
to eliminate the gap in access to digital 
technologies, developing countries need 
not only to adopt statements, but also 
to allocate resources for infrastructure 
development, facilitation measures, 
and professional development. Thirdly, 
emerging technologies require a flexible 
regulatory framework regarding platform 
responsibilities, algorithm control, and 

personal data protection. Old strategies 
based on the threats and technological 
advances of the 20th century are no 
longer sufficient.

Creating stronger performance 
mechanisms is probably the most important 
task of the international team. The gap 
between theoretical standards and practical 
public policy can be reduced by not 
supporting arbitrarily imposed restrictions, 
improving monitoring systems, and holding 
violators accountable. Although non-
binding rules have led us much further, their 
weaknesses are becoming increasingly 
apparent.

Access to the Internet serves as 
a clear example of how human rights 
principles are adapting to technological 
changes. Instead of developing entirely 
new and complex legal categories, the 
international community chose the path of 
logical development of existing systems, 
taking into account the specifics of digital 
communication. As technology advances, 
this flexible but ethical approach becomes 
increasingly important.

At a time when digitalization processes 
are accelerating, one of the main goals of 
international law in the 21st century is to 
ensure the continued effective protection 
of human rights in societies that are 
increasingly transitioning to digital form. 
Time will tell if we can successfully solve 
this complex task.
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